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DETAILED ACTION 
Claim Rejections - 35 USC § 103 

1 . The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

This application currently names joint inventors. In considering patentability of 

the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of 

the various claims was commonly owned at the time any inventions covered therein 

were made absent any evidence to the contrary. Applicant is advised of the obligation 

under 37 CFR 1 .56 to point out the inventor and invention dates of each claim that was 

not commonly owned at the time a later invention was made in order for the examiner to 

consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g) 

prior art under 35 U.S.C. 1 03(a). 

2. Claims 1-8 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Squilla et al (5,898,779) in view of Shiota et al 6,625,334). 

Regarding claim 1, Squilla discloses an image processing apparatus for 
processing an image in accordance with property information for defining an image 
processing method for processing image data of the image, comprising: 

inputting means for inputting the image data, key information (private key or/and 
public key information ) used for recognizing alteration of the image (column 8, ;lines 
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10-20) data and the property information (photographer information , column 5, lines 
60-68) ; 

judging means forjudging from the image data and the key information input by 
said inputting means whether the image data was altered (column 8, lines 10-20); and 

controlling means for controlling an execution of the image processing method in 
accordance with a judgment by said judging means and the property information 
(column 8, lines 10-20). 

Squilla fails to specifically teach using property information for processing the 
image . 

Shiota teaches a recording apparatus for having means for adding property 
information with the image and using the property information as means fore 
executing a processing method of the image (column 2, lines 38 column 3, line 30, 
column 5 lines 1-10) . 

It would have been obvious to one of ordinary skill in the art to modify Squilla 
with Shiota by providing the image with property information and using the property 
information for executing the processing of the image thereby reduce the labor and 
time in processing the image . 

Method claim 7 corresponds to apparatus claim 1 . Therefore method claim 7 is 
rejected by the same reason as applied to apparatus claim 1 . 

Regarding claim 2. An image processing apparatus according to claim 1, Squilla 
as modified with Shiota further teaches further comprising an interface for accessing a 
detachable memory wherein the image data, the key information and the property 
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information are stored in the detachable memory (28)(See Squilla .column 10 lines 38- 
65, Shiota , Fig. 1 , column 3) . 

Regarding claim 3, Squilla as modified with Shiota further teaches . An image 
processing apparatus according to claim 1 , wherein the property information defines 
the image processing method used for executing printing output (See Shiota Fig 2, 
column 5). 

Regarding claim 4, Squilla as modified with Shiota further teaches 4. An image 
processing apparatus according to claim 1 , wherein the property information defines 
contents of the control to be executed by said controlling means in accordance with the 
judgment by said judging means9 See Squilla column 8, line 10-20, Shiota column 5. 

Regarding claim 5, Squilla further teaches 5. An image processing apparatus 
according to claim 1 , wherein the image data input by said inputting means includes a 
digital signature, the key information key information used for the digital signature, and 
said image processing apparatus further comprises digital signature decrypting means 
for decrypting the digital signature by using the key information (column 7, lines 20-30, 
60-68, column 8, lines 10-20). 

Regarding claim 6, Squilla further teaches .. An apparatus according to claim 5, 
wherein said Judging means executes a judgment process by comparing information 
obtained by calculating the image data in a predetermined manner with information 
obtained by said digital signature decrypting means (column 7, lines 20-30, 60-68, 
column 8, lines 10-20). 
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Method claim 7, corresponds to apparatus claim 1 . Therefore, method claim 7 is 
rejected by the same reason as applied to apparatus claim 1 . 

Regarding claim 8 , Squilla as modified with Shiota teaches 8. A storage 
medium storing processor- implementable instructions for controlling a processor to 
carry out the method on Claim 7 since Squilla and Shiota teach using processor and 
computer using preset instruction to execute the apparatus for performing the 
method of claim 47. 

3. Claims 9,10 and 18,19, and 28 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Jones et al (5,623,637) in view of Squilla et al (5,898,779) and 
Shiota et al (6,625,334) . 

Regarding claim 9, Jones teaches a processing system with an interface capable 
of accessing a memory medium (Figs.3, column2 and 9) comprising: 
information reading means for reading a digital signature of file data stored in the 
memory medium, a secret key used for the digital signature, or a public key paired to 
the secret key, together with the image file data; and 

output controlling means for outputting the data in accordance with information 
read by said information reading means. 

Jones fails to specifically teach that the data is image data 

Squilla teaches a memory for storing an image file with additional information 
including digital signature . 
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It would have been obvious to one of ordinary skill in the aft to modify Jones with 
Squilla by using the teaching of Squilla for storing the image file as an alternative to 
the data file of Jones . 

Jones as modified with Squilla fails to specifically teach using property 
information for processing the image . 

Shiota teaches a recording apparatus for having means for adding property 
information with the image and using the property information as means fore 
executing a processing method of the image (column 2, lines 38 column 3, line 30, 
column 5 lines 1-10) . 

It would have been obvious to one of ordinary skill in the art to modify Squilla 
with Shiota by providing the image with property information and using the property 
information for executing the processing of the image thereby reduce the labor and 
time in processing the image . 

Method claim 18 corresponds to apparatus claim 9. Therefore method claim 18 is 
rejected by the same reason as applied to apparatus claim 9. 

Regarding claims 10 and 19, Squilla as modified with Shiota further teaches. An 
image processing system according to claim 9, further comprising digital signature 
decrypting means for decrypting the digital signature of the image file data read by said 
information reading means by using the public key (See Squilla, column 7, lines 2- 
20,column 8, lines 2-20). 

Regarding claim 28, Jones as modified with Squilla and Shiota further teaches a 
storage medium storing processor- implementable instructions for controlling a 
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processor to carry out the method on Claim 18 (See Jones , Fig 3, Squilla Figs. 5 and 
6). 

4. Claims 11, 12,20,21 and 25-26 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Jones et al in view of Squilla et al (5,898,779) and Shiota et al 
6,625,334) as applied to claims 9 and 18 above, further in view of Yoshimura et al 
(6,131,162). 

Regarding claims 1 1 and 20 Squilla fails to specifically teach a calculating 
means for calculating an image file specific value obtained from the image file data by 
using one-way function. 

Yoshimura teaches a calculating means for calculating a specific value by using 
one -way -function (column 2). 

It would have been obvious to one of ordinary skill in the art to modify Squilla with 
Yoshimura by using one -way- function calculating means as taught by Yoshimura for 
calculating a specific value as an alternative method for authenticating of the image 
data. 

Regarding claims 12 and 21 , Jones as modified with Squilla and further 
comprising image file data examining means for examining the image file data in 
accordance with a data value obtained by said digital signature decrypting means and 
the value obtained by the calculating means (See Squilla , column 8, lines 2-20, 
Yoshimura column 2). 
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Regarding claim 25, Jones as modified with Squilla and Yoshimura further 
teaches the secret key for decrypting the value calculated by said calculating means is 
an apparatus specific secret key (See Yoshimura column 2). 

Regarding claim 26, Jones as modified with Squilla and Yoshimura further 
teaches further comprising secret key generating means for newly generating a secret 
key for decrypting the value calculated by said calculating means, in accordance with a 
user definition (See Yoshimura column 2). 

5. Claims 13,22 and 29 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Jones et al (5,623,637) in view of Squilla et al (5,898,779) , Shiota et 
al 6,625,334) and Sono (5,829,044). 

Regarding claim 13, Jones an image processing system with an interface 
capable of accessing a memory medium comprising: 

information reading means, responsive to a detection of the connection of the 
memory medium by said memory medium detecting means for reading a 
digital signature of file data stored in the memory medium, a secret key used for the 
digital signature, or a public key paired to the secret key together with the image file 
data and property information for defining an image processing method for 
processing image data (Fig. 3 column 2 column 9); and 

image output controlling means for outputting data in accordance with 
information read by said information reading means. 

Jones fails to specifically teach that the data is image data 
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Squilla teaches a memory for storing an image file with additional information 
including digital signature . 

It would have been obvious to one of ordinary skill in the aft to modify Jones with 
Squilla by using the teaching of Squilla for storing the image file as an alternative to 
the data file of Jones . 

Jones as modified with Squilla fails to specifically teach using property 
information for processing the image . 

Shiota teaches a recording apparatus for having means for adding property 
information with the image and using the property information as means fore 
executing a processing method of the image (column 2, lines 38 column 3, line 30. 
column 5 lines 1-10) . 

It would have been obvious to one of ordinary skill in the art to modify Squilla 
with Shiota by providing the image with property information and using the property 
information for executing the processing of the image thereby reduce the labor and 
time in processing the image . 

Jones as modified with Squilla and Shiota fails to specifically teach a control 
means for detecting a connection between a memory and an interface . 

Sono teaches a control mean for detecting a connection between a memory 
and an interface and enabling a transmission of the data between the memory and 
the interface when a connection is determined (column 6, lines 27-32). 

It would have been obvious to one of ordinary skill in the art to modify Jones with 
Sono by using a control means as taught by Sono with Jones apparatus for 
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detecting a connection between the memory and the interface thereby enhancing the 
function of the system to prevent error in transmission of data between the memory 
and interface. 

Method claim 22 corresponds to apparatus claim 13. Therefore method claim 22 
is rejected by the same reason as applied to apparatus claim 13. 

Regarding claim 29, Squilla as modified with Shiota 29. A storage medium 
storing processor- implemental instructions for controlling a processor to carry out the 
method on Claim 22 since Jones , Squilla and Shiota teach using a processor for 
carryout the method of claim 22. See Squilla Figs.5, 6, Shiota . 

6. Claims 14 ,16,17,23 and 30 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Jones et al in view of Squilla et al (5,898,779) and Yoshimura et al 
(6,131,162). 

Regarding claim 14, Jones discloses a processing system with an interface 
capable of accessing a memory medium (Fig. 3, column 2, lines 30-50, column 9) 
comprising: 

data file generating means for generating file data to be stored in the memory 
medium; 

file data storing means for storing the image file data generated by said image 
file data generating means in the memory medium; 

digital signature generating means for generating the digital signature by said 
calculating means by using a secret key stored in the memory medium. 
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Jones fails to specifically teach that the data file is an image file data 

Squilla teaches a memory for storing an image file with additional information 
including digital signature . 

It would have been obvious to one of ordinary skill in the aft to modify Jones with 
Squilla by using the teaching of Squilla for storing the image file as an alternative to 
the data file of Jones . 

Jones as modified with Squilla fails to teach using on way function to calculate 
a specific value and generating digital signature using secret key . 

Yoshimura teaches a control means using one way function for calculating a 
specific value obtained from the image file data and generating a digital signature by 
decrypting the calculated value and the secret key (column 2, lines 10-25). 

It would have been obvious to one of ordinary skill in the art to modify Squilla with 
Yoshimura by using a control means as taught by Yoshimura with Squilla apparatus 
for generating digital signature as an alternative to the method of generating digital 
signature of Squilla. 

Method claim 23 corresponds to apparatus claim 14. Therefore, method claim 
23 is rejecter by the same reason as applied to apparatus claim 14. 

Regarding claim 16 , Jones as modified with Squilla and Yoshimura further 
teaches the secret key for decrypting the value calculated by said calculating means is 
an apparatus specific secret key (See Yoshimura column 2). 

Regarding claim 17 , Jones as modified with Squilla and Yoshimura further 
teaches further comprising secret key generating means for newly generating a secret 
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key for decrypting the value calculated by said calculating means, in accordance with a 
user definition (See Yoshimura column 2). 

Regarding claim 30, Jones as modified with Squilla and Yoshimura further 
storage medium storing processor- implementable instructions for controlling a 
processor to carry out the method on Claim 23 since Jones , Squilla and Yoshimura 
teach using a processor for carrying put the method of claim 23 (See Jones Fig. 3, 
Squilla Fig 6, Yoshimura , Figs. 4-6). 

7. Claims 15 and 24 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Jones et al (5,623,637) in view of Squilla et al (5,898,779) and Yoshimura as 
applied to claim 14 and 23 above, further in view of Shiota et al 6,625,334). 

Jones as modified with Squilla further teaches storing signature data in an 
area of the medium (See Jones, Fig. 3 and Squilla column 7 lines 5-60) but fails to 
specifically teach using property information for processing the image . 

Shiota teaches a recording apparatus for having means for adding property 
information with the image and using the property information as means for executing 
a processing method of the image (column 2, lines 38 column 3, line 30)^ 

It would have been obvious to one of ordinary skill in the art to modify Jones as 
modified with Squilla with Shiota by using property information providing means as 
taught by Shiota for providing the image with property information thereby properly 
processing the image when needed . 
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8. Claim 27 is rejected under 35 U.S.C. 103(a) as being unpatentable over Jones 
et al (5,623,637) in view of Squilla et al (5,898,779) and Shiota et al 6,625,334). 

Regarding claim 27, Jones e a (5,623,67) a teaches a memory card (Fig. 3 
column 2, column 9, Abstract) storing: 

data file; 

digital signature information of said image data file; 

secret key information used for the digital signature; and 

public key information paired to said secret key; 

Jones fails to specifically teach the data file is image file . 

Squilla teaches a memory for storing a image file with additional information 
including digital signature . 

It would have been obvious to one of ordinary skill in the aft to modify Jones with 
Squilla by using the teaching of Squilla for storing the image file as a alternative to 
the data file of Jones . 

Jones as modified with Squilla fails to teach storing property information for 
defining an image processing method . 

Shiota teaches a memory storing the image with property information defining 
an image processing method for processing image data (column 2, line 38 to column 
3, line 30, column 5 lines 1-10) . It would have bee obvious to one of ordinary skill in 
the art to modify Jones as modified with Squilla with Shiota by providing the memory 
card of Jones as modified with Squilla with property information as taught by 
Shiota in order to properly process the image data file when needed . 
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9. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to HUY T NGUYEN whose telephone number is (571) 272- 
7378. The examiner can normally be reached on 8:30AM -6:00PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Andrew Faile can be reached on (571) 272-7375. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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